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When a transformative technology arrives, 
the temptation is always to reach for a 
new rulebook. Each time, whether it be the 
birth of the internet or the introduction of 
algorithmic trading, the UK’s principles-
based, outcomes-focused approach has 
proved more durable than prescriptive 
alternatives. Regulation of the activity, while 
holding individuals to account for outcomes 
and trusting firms to find the correct means, 
is a system which has served the sector well, 
and it should be the starting point for the 
regulation of AI in financial services too. 

The four years I spent overseeing financial 
services in government taught me some 
fundamental lessons about what good 
regulation looks like. Crucially, that 
proportionality is not a default; rather, it is a 
choice, and the rules we write constrain and 
mould future innovations. 

Before turning to the tensions we face today, 
I must be very clear: the opportunity with 
AI is enormous, and it is an opportunity we 
should be hungry for. The capacity of AI to 
process data at scale and create a more 
immediate interface between a consumer’s 

actual needs and what the market can offer 
has the potential to close advice gaps that 
we have seen for decades. I believe the UK’s 
competitive position depends in large part 
on embracing the opportunity. 

The existing framework was built for a world 
in which senior managers make decisions 
and can be held directly accountable for 
them, not for a world in which autonomous 
agents act continuously, and in which a 
small number of cloud and model providers 
sit beneath the entire sector. The Mills 
Review, the Bank's Financial Stability Report 
and Nikhil Rathi's speech in June all ask, 
in different ways, whether technology-
neutrality is sufficient when the technology 
itself changes the nature of accountability 
and concentration risk. That deserves a 
serious answer.

For firms, there is a clear signal in this 
report that governance, accountability and 
third-party risks are capabilities that must 
keep pace with the technology itself. For the 
regulator the task is to exercise the powers 
and stewardship tools already available, 
while remaining open to the question of 

whether the regulatory perimeter remains 
fit for purpose as AI-enabled advice moves 
increasingly outside it. 

There is also the question of regulatory 
coordination. As AI cuts across prudential 
regulation, conduct, consumer protection 
and operational resilience, firms should not 
be left navigating competing or inconsistent 
expectations from different parts of the 
system. A genuinely joined-up approach 
across HM Treasury, the FCA and the Bank 
of England will be vital if firms are to invest 
and innovate. The objective should be to 
provide clarity over where responsibility 
sits, maintain clear accountability for 
how AI systems are deployed, and avoid 
unnecessary regulatory friction that could 
slow responsible adoption.

The financial services sector is forever 
dubbed as the crown jewel of our economy. 
It contributes enormously to growth, 
employment and fiscal receipts, and its 
real global standing rests on a reputation 
for proportionate oversight. That reputation 
was built through difficult judgements, 
made carefully, at moments of genuine 
technological change. With AI, we find 
ourselves at another such moment. The 
quality of the judgements made by firms, 
regulators and government in the months 
ahead will determine whether the UK 
strengthens its position as a leading 
international financial centre.

Rt Hon John Glen MP
Member of the UK Treasury Committee
House of Commons

Former City Minister (2018-2022)

Foreword
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Executive summary

AI agents are pushing UK regulators towards a new model of 
financial supervision.  

1.	 Recent regulatory developments in financial services point towards more 
continuous, system-wide supervision as AI becomes more autonomous. Regulators 
are beginning to consider how supervision should adapt as AI systems operate across 
increasingly interconnected parts of the financial system. 

2.	 This reflects growing pressure on accountability, supervisory assurance and 
system-wide resilience. Greater autonomy makes senior-manager accountability and 
meaningful human oversight harder to exercise and evidence; probabilistic systems 
make point-in-time assessment less reliable; and reliance on common cloud, model 
and data providers creates concentration, cyber and operational-resilience risks across 
firms. These pressures are also prompting regulators to ask whether technology-
agnostic frameworks will remain sufficient as AI develops. 

3.	 At the same time, Parliament is considering reforms that would make parts of 
the financial regulatory framework less prescriptive. The Financial Services and 
Markets Bill would remove a number of statutory requirements from the SM&CR and 
give the FCA and PRA greater flexibility over how parts of the accountability framework 
operate. While not an AI reform, that could give regulators more room to adapt how 
accountability is implemented as AI changes how decisions are made and overseen. 

4.	 AI is also exposing potential gaps in the regulatory perimeter. General-purpose AI 
tools can increasingly influence savings, investment and pension decisions while 
potentially sitting outside the FCA’s existing perimeter. The Mills Review therefore 
recommends examining whether advice-like outputs from general-purpose AI create a 
regulatory gap. 

5.	 None of this yet amounts to a separate AI rulebook. The UK’s principles-based, 
outcomes-focused framework remains the foundation. But regulators are increasingly 
examining whether parts of that framework - and the way it is supervised - need to 
evolve as AI becomes more autonomous. 

6.	 Several near-term developments will shed further light on the evolving AI regulatory 
landscape. The FCA’s dedicated AI good and poor practice, expected later in 2026, 
should provide a more concrete indication of supervisory expectations. Firms should 
also watch the progress of the Financial Services and Markets Bill, particularly how 
reforms to the SM&CR develop, alongside the next Bank of England/FCA AI adoption 
survey and the FSB’s final Sound Practices.

This report brings together key recent regulatory developments relevant to the use of AI 
in UK financial services. Each is summarised below, then examined in full in the sections 
that follow, with expert analysis from leaders across the sector.

Development Key takeaway

IOSCO – SUPERVISORY 
TOOLKIT FOR AI USE 
IN CAPITAL MARKETS
26 MAY 2026

IOSCO, the global standard-setter for securities 
regulators and the body the FCA sits on, gives a practical 
benchmark for likely supervisory focus: AI governance, 
senior accountability, third-party risk, disclosure and 
recordkeeping. It also specifically flags the risk of AI-
washing by asset and fund managers.

FINANCIAL 
STABILITY BOARD – 
SOUND PRACTICES 
FOR RESPONSIBLE 
ADOPTION OF AI 
10 JUNE 2026

The FSB proposes 12 draft practices across the full AI 
lifecycle, warning that shared reliance on common 
models, data and infrastructure can create correlated 
behaviour and system-wide risk. Firms are told 
to assess materiality and risk separately. Still a 
consultation, with the final report due later in 2026.

NIKHIL RATHI, CEO, 
FCA – RETHINKING 
REGULATION FOR 
THE AGE OF AI
24 JUNE 2026

In this speech, the FCA places greater emphasis 
on competition and system-wide risk, with Rathi 
suggesting more frequent use of market-wide powers 
and growing attention to firms’ dependencies on cloud, 
model and data providers.

SARAH BREEDEN, 
DEPUTY GOVERNOR, 
BANK OF ENGLAND – 
AGENTS OF CHANGE
30 JUNE 2026

As AI becomes more autonomous, the Bank is 
questioning whether technology-agnostic frameworks 
remain sufficient. It warns that overseeing every agent 
action is unrealistic; that agentic cyber is the near-term 
threat; and that agentic trading could amplify volatility, 
floating circuit breakers or kill switches.

THE MILLS 
REVIEW – AI AND 
THE FUTURE OF 
RETAIL FINANCIAL 
SERVICES
6 JULY 2026

The framework is broadly fit for purpose, but the 
Review recommends changes as autonomy grows: a 
perimeter review within 3-6 months of general-purpose 
AI influencing savings, investment and pension 
decisions, clarifying how Consumer Duty and SM&CR 
apply, and moving towards AI-enabled supervision.
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Development Key takeaway

BANK OF ENGLAND – 
FINANCIAL STABILITY 
REPORT 
7 JULY 2026

AI is becoming both a market and operational risk. On the 
market side, the Bank flags concentration in AI-related 
equities, now around half the S&P 500, and the risk of a 
sharp repricing. On the operational side, frontier AI is raising 
cyber risk and deepening reliance on a small number of 
common technology and model providers.

HM TREASURY – 
FIRST CRITICAL 
THIRD PARTIES 
DESIGNATED 
10 JULY 2026

The Critical Third Parties (CTP) regime brings key cloud 
and tech providers under direct regulatory oversight. 
AWS, Google Cloud, Microsoft and Oracle are the first 
designated CTPs, but responsibility still sits with firms, 
which must keep critical dependencies, concentration, 
substitutability, resilience and exit plans under review.

FINANCIAL 
SERVICES AI 
ADOPTION PLAN 
14 JULY 2026

Commissioned by HM Treasury and written by its AI 
Champions, the Plan calls for clearer guidance on existing 
rules, scrutiny of advice-like AI outputs, stronger third-
party assurance and sector-wide incident sharing. 
The government has welcomed it and accepted the 
recommendations directed at government.

FCA – HIGH-
GROWTH FIRMS: 
GOOD AND POOR 
PRACTICE 
10 AUGUST 2026

A helpful indication of where the FCA's forthcoming AI 
good and poor practice may land. It rewards structured 
governance over AI and board-level oversight, and 
criticises responsibilities concentrated in too few 
individuals, weak challenge and controls that lag growth.

FCA – FRONTIER AI 
AND CYBER
RESILIENCE 
REVIEW 
2 SEPTEMBER 2026

A multi-firm review finding that frontier AI is identifying 
vulnerabilities faster than many firms can fix them, 
making it a test of governance, remediation and 
resilience. It finds the value of AI depends on the controls 
and human oversight around it.

UK GOVERNMENT 
– FINANCIAL 
SERVICES AND 
MARKETS BILL 
INTRODUCED 19 MAY 
2026

A wide package of reforms to modernise financial services 
regulation, with the substance to follow through FCA and 
PRA rulemaking. It moves accountability requirements 
from statute into the regulators' rulebooks, streamlining 
the SM&CR and giving the FCA and PRA more flexibility to 
adapt supervision, including to how firms deploy AI.
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KEY TAKEAWAYS

For firms, the toolkit sheds light on the types of questions supervisors may increasingly 
ask about AI governance and controls:

•	 Is board and senior-management oversight clear? Has the board set and 
communicated an AI strategy and risk appetite, are roles and responsibilities clearly 
defined, and does the firm maintain a complete inventory of its AI use cases?

•	 Are third-party dependencies and concentration risks understood? How are 
providers diligenced, where are the key dependencies and concentration risks, and 
what happens if a critical vendor fails or exits?

•	 Are AI disclosures clear and free of AI-washing? How are clients told when AI is 
generating outputs, how are risks like hallucination disclosed, and how does the 
firm avoid overstating AI? IOSCO flags AI-washing specifically among asset and fund 
managers exaggerating AI in research and portfolio management.

•	 Can the firm explain and evidence AI outcomes? What audit trail exists for AI 
outcomes in investor-impacting cases, can the firm explain those outcomes to 
retail investors, and what threshold triggers a reportable AI incident?

The toolkit is a benchmark for firms to test their AI governance before they arise in 
supervision. Build your AI inventory, map board and senior-manager accountability, and get 
on top of third-party concentration, disclosure and recordkeeping now.

Sound Practices for 
Responsible Adoption of AI
The Financial Stability Board
10 June 2026

The FSB, the international body that monitors risks to the global financial system, consults on twelve 
non-binding sound practices for responsible AI adoption across financial institutions, covering 
organisation-wide governance and the full AI lifecycle. They are not an international standard and 
do not replace existing obligations, but set out the governance, model-risk, cyber and third-party 
practices the FSB considers appropriate for firms to consider. The consultation closed on 22 July, with 
the final report due later in 2026.

KEY TAKEAWAYS

The consultation sets out a detailed benchmark for AI governance, model oversight and 
third-party risk.

•	 AI governance should cover the full organisation and AI lifecycle. The FSB places 
responsibility with boards and senior management, supported by clear accountabil-
ity and controls spanning data, explainability, performance and human oversight.

•	 Materiality and risk should be assessed separately. Even a low-materiality use 
case can be high-risk because of its autonomy or access to sensitive data and sys-
tems, so firms should assess both inherent and residual risk.

•	 AI performance requires ongoing testing and monitoring. The FSB highlights 
accuracy, drift and bias, including the risk of investment models systematically 
favouring particular sectors or large-cap stocks.

•	 Third-party AI and concentration risk need stronger oversight. Firms should tight-
en due diligence, contractual controls and change management, while recognis-
ing that reliance on common models, data and infrastructure can create correlated 
behaviour and wider market risk.

The practices are non-binding, but provide a useful benchmark for firms now. With the FCA, 
Bank of England and HM Treasury represented in the FSB, they also offer insights into the 
direction in which UK supervisory expectations may develop.

Supervisory Toolkit
for AI Use in Capital Markets
The Board of the International Organization of Securities  
Commissions (IOSCO)
26 May 2026

IOSCO, the global standard-setter for securities regulators, sets out a practical, non-binding toolkit 
to help securities and markets regulators supervise AI use across the firms they oversee. The FCA 
contributed to the IOSCO working group that produced it, making the toolkit a useful indication of the 
issues UK supervisors may focus on as firms’ use of AI grows. It is built around four areas: governance 
and risk management, third-party and outsourcing disclosure, and recordkeeping and reporting.
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Sound practice What it requires

1. STRATEGIC 
DIRECTION AND 
OVERSIGHT

The board and senior management align AI adoption and 
governance with the firm’s business model, risk appetite 
and strategy.

2. GOVERNANCE 
AND 
ACCOUNTABILITY

Define clear roles and responsibilities and maintain an 
appropriate governance framework for responsible AI 
adoption.

3. AI RISKS IN THE 
RISK MANAGEMENT 
FRAMEWORK

Adopt risk management frameworks that address AI 
risks, with AI identification and documentation and 
materiality and risk assessment.

4. ORGANISATIONAL 
ADAPTABILITY

 Financial institutions learn, adapt and adjust their
oversight, governance, risk management practices, and 
capabilities as AI evolves.

5. MATERIALITY 
AND RISK 
ASSESSMENT

Financial institutions implement an effective
and systematic approach to assess the materiality and 
risk of AI use cases at the inception stage and
thereafter.

6. SELECTION When selecting AI models or systems, financial 
institutions consider business objectives, operational 
and technical needs, as well as the materiality and risks 
of AI use cases. 

The FSB's sound practices for responsible AI adoption

Sound practice What it requires

7. DATA GOVERNANCE Establish appropriate data governance to maintain data 
that is fit-for-purpose for training, testing, and using AI (i.e. 
accurate, complete, consistent, reliable, secure)

8. EXPLAINABILITY 
AND 
TRANSPARENCY

Understand differences in the explainability of various 
types of AI. If appropriate and feasible, adopt more 
explainable AI, or consider compensating controls. 
Provide appropriate transparency tailored to different 
stakeholders.

9. PERFORMANCE 
MANAGEMENT

Evaluate the performance of AI use cases proportionately 
to their materiality and risk, including through 
performance assessments, testing, and ongoing 
monitoring.

10. HUMAN 
OVERSIGHT

Implement appropriate and effective human oversight 
relevant to the materiality, risk, autonomy, complexity, 
and explainability of different AI use cases.

11. CYBER 
AND ICT RISK 
MANAGEMENT

Manage AI-related cyber and ICT risks, including, where 
appropriate, by incorporating AI cyber and ICT risk 
scenarios into tests and exercises, sharing relevant 
information, and using AI tools in cyber and ICT risk 
management. 

12. THIRD-
PARTY AI RISK 
MANAGEMENT

Appropriately manage risks from AI third-party use with a 
focus on performance, transparency, data quality, supply 
chain and concentration risks, and business continuity.
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Speech: Rethinking regulation
for the age of AI
Nikhil Rathi, CEO, Financial Conduct Authority
24 June 2026

Rathi argues that as AI moves markets faster than the frameworks governing them, the FCA needs 
to rethink what effective regulation looks like. He puts greater weight on competition, collaboration 
and system-wide risk, with the FCA expecting to use its competition and market-wide powers more 
frequently rather than only in exceptional cases. The direction is towards a more interventionist, 
market-wide approach alongside firm-level supervision.

KEY TAKEAWAYS

The speech reframes competition, stewardship and system-wide intervention as 
increasingly important to how the FCA will regulate in the AI era:

•	 The FCA expects to use its system-wide powers more frequently. Rathi says that 
as markets move faster, the FCA's competition objective and system-wide powers 
become more important, and firms should expect them used more regularly rather 
than as exceptions, whether under the Enterprise Act, the DMCC Act, or beyond.

•	 What those powers could look like in practice. Rathi does not specify which 
system-wide powers he means, but they include the FCA’s Enterprise Act powers to 
investigate markets and refer them to the CMA, potentially leading to market-wide 
remedies - as happened with retail banking and Open Banking.

•	 Regulation will lean on stewardship, and act before legislation catches up. In 
Rathi's view, traditional rule-making will not work everywhere, so a growing part of 
the role is stewardship and collaboration. He cites Buy Now Pay Later, where the FCA 
intervened without waiting the six years it took to bring it into the perimeter.

•	 Resilience is becoming a system-wide and national security concern. Rathi 
points to growing dependence on cloud, model and data providers, making the 
Critical Third Parties regime more important, and notes 98% of operational incidents 
reported last year related to technology and cyber.

Competition and market-wide intervention are moving to the centre of the FCA's 
approach: expect system-wide powers used more often, govern your model and third-party 
dependencies, and engage the FCA early.

EXPERT 
COMMENTARY

The recent speech by FCA Chief Executive 
Nikhil Rathi makes it clear that governance 
and operational resilience will be central to 
AI adoption for regulated firms.

A key message, that we have raised before, 
is the emergence of a “know your tech” 
expectation that will require boards and 
senior managers to understand: how AI is 
used; the decisions it supports or makes; 
its limitations and failure modes; and, the 
third parties on which it depends. This will 
not require that each director become a 
technical specialist. It will require, however, 
that they have sufficient understanding 
(using experts, where necessary) to 
challenge management, assess controls and 
make decisions about risk appetite. 

For Rathi, accountability cannot be 
delegated to an algorithm. As firms deploy 
AI, effective human responsibility for 
regulated activities and customer outcomes 

Andrew Henderson
Partner

 "

must remain. This should be substantive 
rather than ceremonial, with defined 
escalation routes, testing and monitoring, 
and the ability to intervene when systems 
behave unexpectedly.

Finally, Rathi warns that concentration 
among cloud, model and data providers 
could create system-wide operational 
risks. Firms will need to map those 
dependencies - including subcontractors 
- assess substitutability and exit options, 
and incorporate AI-related scenarios into 
business-continuity, incident-response and 
resilience testing. 

The takeaway is that AI adoption will depend 
as much on existing regulatory compliance 
standards as on model performance. Firms 
should expect the FCA to examine whether 
leadership understands, controls and can 
remain responsible for it.

"
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Speech: Agents of change
 
Sarah Breeden, Deputy Governor, Bank of England
30 June 2026

Delivered at the European Central Bank’s Sintra Forum, Breeden sets out how increasingly 
autonomous AI could reshape finance at speed and scale. Her argument is that frameworks designed 
for a world with humans making individual decisions may not be sufficient for autonomous agents. 
As autonomy increases, governance needs to focus not only on how firms use AI, but on whether the 
financial system can observe, constrain and remain resilient to the behaviour that results.

KEY TAKEAWAYS

The Bank of England speech indicates where supervisory attention on AI governance, 
accountability and resilience is heading, and why firms should get ahead of it:

•	 The Bank is openly questioning whether today's frameworks are sufficient. 
Breeden says we must keep asking whether existing, technology-agnostic 
frameworks remain adequate, because they were not built for autonomous 
agents. Human oversight of every agent action is unlikely to be realistic, meaning 
accountability frameworks will need to adapt as autonomy increases.

•	 Agentic cyber risk is the near-term pressure point. Citing the Five Eyes agencies' 
warning that the timeline is months not years, Breeden says cyber hygiene and fast 
patching, including across third parties, matter more than ever, and points to the 
May 2026 Bank, FCA and HM Treasury joint statement as the baseline.

•	 Operational resilience is becoming a system-wide concern. Authorities should, 
in her view, place higher likelihood on simultaneous, multi-firm disruption and 
strengthen both stress testing and coordinated recovery. She cites the 2024 
CrowdStrike incident as a reminder that patching itself can cause disruption.

•	 Agentic trading raises herding and misalignment risk. Breeden warns that agents 
could amplify volatility, especially if their objectives drift, and raises guardrails such 
as circuit breakers or kill switches as a question worth exploring.

Expect the Bank to keep a close eye on how agentic AI develops and to revise the framework 
if those developments warrant it, and strengthen AI governance and accountability now 
alongside the cyber, patching and resilience fundamentals.

ZANGO 
PERSPECTIVE

UK regulatory policy has historically 
favoured the principle that future-proof 
regulation should be technology-agnostic. 
This comes from an understandable 
premise: technologies will emerge that do 
not exist today, so frameworks should be 
broad enough to accommodate unforeseen 
innovation rather than becoming quickly 
outdated.

But generative and agentic AI complicate 
that assumption. These systems are 
probabilistic, and their behaviour can 
vary depending on the data, context and 
interactions they encounter. This makes 
point-in-time assessment - which many 
regulatory frameworks currently rely on - a 
less reliable basis for ongoing assurance.

Increasing autonomy poses a fundamental 
challenge to the efficacy of current 
regulatory frameworks. As Sarah Breeden 
highlights in her Agents of Change speech, 

Sam Green
Senior Policy & Partnerships Lead

 "

existing frameworks were largely designed 
for a world in which humans make or 
oversee individual decisions. Agentic 
systems can increasingly act at speed 
and scale without that level of human 
intervention.

That raises a question for regulators and 
policymakers: whether a commitment 
to technology-agnostic frameworks 
remains sufficient, or whether increasingly 
autonomous AI systems will require more 
targeted rules and supervisory approaches 
of their own.

So it is no surprise regulators are 
reassessing whether existing regimes 
remain appropriate. But reassuringly, 
they are clearly willing to work through 
that challenge with the sector rather than 
impose a new framework from above.

"
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The Mills Review
 
AI and the future of retail financial services, Sheldon Mills
6 July 2026

Commissioned by the FCA Board, the Mills Review examines how AI could reshape retail financial 
services to 2030 and beyond. It argues that AI could narrow advice, switching and protection gaps, 
while amplifying fraud, cyber and consumer-harm risks. The overall framework remains broadly fit 
for purpose, but will need to evolve as AI becomes more autonomous - indicating where future FCA 
guidance, supervision and possible perimeter changes may focus. The FCA Board is now considering 
the recommendations, with a formal response expected later in 2026.

EXPERT 
COMMENTARY

KEY TAKEAWAYS

While nothing in the review is binding, and the FCA Board has yet to respond, it shows 
where the FCA is likely to turn its supervisory attention.

•	 The Review recommends a regulatory perimeter review within three to six 
months. It would examine how general-purpose AI tools influencing savings, 
investment and pension decisions sit against the existing perimeter, including 
where the advice and guidance boundary should apply.

•	 AI could reshape distribution and investment flows. AI interfaces may become 
new gatekeepers, influencing which providers and products consumers see, while 
agents could automate switching and portfolio management - increasing pressure 
on firms to remain visible, competitive and accessible to AI systems.

•	 Greater autonomy will put more pressure on governance and existing 
frameworks. The Consumer Duty, SM&CR and operational resilience framework 
remain the foundation, but the FCA is asked to clarify how they apply as AI becomes 
more autonomous. Firms will also need stronger model governance, monitoring and 
controls over third-party models and infrastructure.

•	 The Review points towards AI-enabled, increasingly agentic supervision. It 
proposes that the FCA consider a phased move towards an agentic supervisory 
model, supported by more structured, on-demand data from firms.

For firms, the Review highlights areas to watch as the FCA considers its response: 
autonomous AI use, model governance and accountability, third-party dependencies and 
the regulatory perimeter.

The Mills Review considers how 
advancements in AI could transform retail 
financial services by 2030 and makes 
seven recommendations for how the FCA's 
regulatory and supervisory approach may 
evolve; the first of which is to “secure and 
adapt the regulatory perimeter”. 

The Review suggests that the FCA's existing 
principles-based framework already 
provides the foundation for regulating AI-
enabled financial services. It also recognises 
that AI is likely to play an increasingly active 
role in financial decision-making, making 
recommendations, initiating transactions 
and acting on behalf of consumers. 

One of the key regulatory risks is neatly 
encapsulated as follows: "General-purpose 
LLMs and frontier models may provide 
hyper personalised recommendations 
sourced directly from individual consumers, 
delivering advice-like support that goes 

Robbie Constance
Partner
Head of Wealth Management Regulatory

 "

beyond what targeted support enables while 
operating outside the regulatory perimeter". 

The FCA has said: “General purpose AI 
chatbots are not regulated, although tools 
which are specifically set up to provide 
financial advice would be likely to fall within 
the FCA’s remit.”1  Before the House of Lords 
Financial Services Regulation Committee, 
the FCA reportedly said AI providers (unlike 
price comparison websites, by comparison) 
do not execute so are not engaging in 
regulated activity if they do not offer to 
transact after the recommendation and/or 
receive specific payment for their services. 

Whilst incumbent financial services firms 
will welcome the planned perimeter review, 
these early indications suggest the FCA 
is not minded to take on the AI providers 
whose tools are not ‘set up’ to give advice 
and do not include an execution capability.

"
1 Financial Conduct Authority, Young investors trust AI more than TV or celebrities, August 2026
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The Mills Review: key findings

1)	 AI governance and model risk management become a core capability. AI models 
bring opacity, drift, data bias, hallucinations and emergent behaviours that point-
in-time validation may not catch. The Review argues that firms will need to extend 
model risk management beyond deployment into ongoing monitoring, drift and 
degradation tracking. It also points to stronger FCA and PRA support for AI model 
risk management, recognising that frameworks will need to evolve as models 
become more autonomous. 

2)	 The Consumer Duty remains the foundation, but autonomy creates new 
pressure points. AI can enable hyper-personalised pricing and dynamic customer 
journeys, but also make it harder to demonstrate that customers understand 
products and risks, or that personalisation is not embedding historic bias. One-
off consent may also become less meaningful where agents act continuously. 
Outcomes testing, consent and treatment of vulnerable customers may therefore 
need to adapt as autonomy grows. 

3)	 The SMR still applies, but autonomy makes accountability harder to exercise 
and evidence. As AI prepares and takes more decisions, drifts over time and relies 
on third-party models, it becomes harder to show which senior manager owned an 
outcome and what reasonable steps they took. The Review points towards clearer 
guidance on accountability for autonomous systems, with firms needing stronger 
oversight and audit trails as decisions are made. 

4)	 Shared reliance on models, cloud and data creates system-wide concentration 
risk. Dependence on a small number of model providers, cloud platforms and 
data sources can create correlated behaviour and common points of failure that 
individual firm controls cannot fully mitigate. The Critical Third Parties regime and 
operational resilience framework provide important safeguards, but firms remain 
responsible for mapping dependencies, setting impact tolerances and testing 
contingency arrangements. 

5)	 The activity-based perimeter is broadly holding, but the Review recommends a 
review within three to six months. The Review considers the existing perimeter 
broadly sound because it regulates activities rather than technologies, but 
recommends examining general-purpose AI tools that influence savings, 
investment and pension decisions from outside it. The key concern is regulatory 
arbitrage: unregulated AI tools could exert advice-like influence without being 
subject to equivalent conduct and financial-promotion obligations. 

6)	 The Review recommends the FCA moves towards an AI-enabled, increasingly 
agentic supervisory model, so the regulator can keep up with AI adoption across 
financial services. It argues the regulator should move along the same autonomy 
spectrum as firms, using AI to detect cross-firm patterns and emerging harm 
in near real time and to run authorisation, supervision and enforcement more 
efficiently. In practice supervision shifts from periodic, document-based review 
towards continuous, data-driven oversight.

Recommendation What the FCA is asked to do

1. SECURE AND ADAPT THE 
REGULATORY PERIMETER

Review within 3-6 months whether general-purpose LLMs 
shaping financial decisions sit outside the perimeter, 
covering savings, investments and pensions.

2. STRENGTHEN SYSTEM-

WIDE COORDINATION AND 

OVERSIGHT

Deeper coordination across the FCA, PRA, ICO, CMA and 
international bodies on shared AI dependencies and 
cross-market risk.

3. MONITOR THE 

TRANSITION TO 

AUTONOMOUS MODELS & 

ADAPT FRAMEWORKS

Clarify how the Consumer Duty, SMR and governance 
expectations apply as AI becomes more autonomous.

4. SCALE UP THE FCA'S AI 

LAB
Build FCA capability to assess AI models and systems 
used in financial services.

5. ENABLE THE 

FOUNDATIONS FOR 

AGENTIC FINANCE

Lead a trusted agent framework, preferably via Open 
Finance standards (identity, mandates, liability).

6. BUILD AN AI-ENABLED 

AGENTIC SUPERVISORY 

MODEL

Move to more continuous, data-driven supervision that 
detects cross-firm patterns in near real time.

7. DEVELOP A PUBLIC-

INTEREST AI FINANCIAL-

CAPABILITY SERVICE

A free, inclusively designed guidance service covering 
pensions, savings and redress.
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Financial Stability Report
 
Bank of England
7 July 2026

The Financial Stability Report is the Bank of England’s twice-yearly assessment of the health and 
resilience of the UK financial system. Produced by the Financial Policy Committee (FPC), it looks 
beyond individual firms to vulnerabilities that could amplify shocks or disrupt the provision 
of financial services. This edition highlights heightened geopolitical and market risks, growing 
vulnerabilities in private markets and investment funds, and emerging risks from AI. It also shows 
how the Bank is increasingly thinking about AI as a potential source of system-wide financial and 
operational risk.

EXPERT 
COMMENTARY

KEY TAKEAWAYS

The publication points to growing regulatory attention on vulnerabilities in market-based 
finance, alongside emerging risks from frontier AI.

•	 The Middle East conflict has materially increased financial-system risk. The 
shock has driven volatility in energy prices, interest rates and markets, while 
increasing the chance that existing vulnerabilities could crystallise together. The UK 
system has remained resilient so far.

•	 AI-related valuations and growing links to credit markets are becoming a 
financial-stability concern. Stretched valuations, rising use of debt finance 
and closer links across public and private credit markets could amplify the 
impact of a correction, particularly if leveraged investors are forced to deleverage 
simultaneously.

•	 Private credit and fund liquidity remain under scrutiny. The Bank highlights 
vulnerabilities around underwriting, valuations and liquidity in private markets, 
alongside continuing concerns about liquidity mismatch and redemption pressures 
in investment funds.

•	 Frontier AI is raising operational-resilience risks. Rapid advances in AI are 
increasing cyber risks and potential dependencies on common technology 
providers, bringing governance, third-party oversight and resilience into sharper 
focus.

The report reinforces the need to monitor market, liquidity and concentration risks 
alongside emerging AI, cyber and third-party dependencies.

The Bank of England's Report highlights 
AI's impact at both the macroeconomic 
and operational level, underscoring how 
significant the technology has become to 
financial stability.

On the macroeconomic side, it notes a 
narrow set of AI-related firms is driving 
both market concentration in global indices 
and rapid growth in credit financing. On 
operational resilience, the FPC judges that 
rapid progress in frontier AI significantly 
increases risks to financial stability. Models 
can identify and exploit vulnerabilities 
faster than firms can respond, and the pace 
of patching could itself become a source 
of systemic risk. This aligns with the ESAs' 
statement on ICT risks from frontier AI 
models and the FSB's consultation on sound 
practices for responsible AI adoption.

Chris Kiew-Smith
Managing Director
Head of EMEA Compliance
& Financial Crime

 "

These are not separate initiatives converging 
by coincidence. Together they reflect a 
judgment reached independently by UK, EU 
and international standard-setters: AI-driven 
cyber and operational risk has moved from 
a firm-level control question to a systemic 
one, echoing concentration concerns behind 
the UK's Critical Third Parties regime.

AI is no longer just front and centre of the 
commercial discussion. It is now core to 
debates on systemic risk and how firms 
and consumers stay protected. What has 
changed is not that AI needs governing, but 
that its pace has outstripped the traditional 
supervisory cycle of detect, consult and 
remediate, and boards now need to treat 
that lag as a risk to manage. "
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The Financial Stability Report, Bank of England: key findings

1)	 A sharp repricing of AI-related equities is now a significant market risk, with 
leverage potentially amplifying the shock. AI-related companies account for 
around half of the S&P 500, leaving global indices increasingly exposed to a 
narrow set of names with uncertain long-term earnings. The FPC’s illustrative 
scenario includes a 45% fall in US equities, wider credit spreads and a 2.2 
percentage point hit to UK GDP. High hedge-fund leverage, correlated positions and 
growth in levered ETFs could amplify a correction. 

2)	 Investor sentiment in private and riskier credit had weakened even before the 
Middle East conflict, while structural vulnerabilities remain. Concerns around 
asset quality, weak underwriting and opacity have grown, while some US private-
credit funds have faced elevated redemption requests. With a material share of 
UK private credit and leveraged loans due to refinance over the next five years, 
valuation, refinancing and liquidity risks warrant close attention. 

3)	 Liquidity mismatch in open-ended funds remains a live regulatory and 
supervisory priority. Funds offering frequent redemptions while holding less-
liquid assets can create first-mover incentives and forced selling in stress. 
The FCA’s proposals would strengthen liquidity-risk management and use of 
anti-dilution tools such as swing pricing, increasing the focus on governance, 
redemption arrangements and oversight. 

4)	 UK money market funds are moving towards stronger liquidity expectations. UK 
investors hold around £300 billion in sterling-denominated MMFs, widely used for 
cash management. The FCA's proposed reforms would strengthen expectations 
around liquidity resilience and investor concentration, meaning firms should 
ensure their governance and liquidity arrangements keep pace. 

5)	 Recent gilt-market volatility has reinforced the importance of liquidity and 
margin preparedness across non-bank finance. Gilt and repo markets continued 
to function, supported by resilience built into LDI funds and MMFs, but the FPC 
remains concerned that leverage and margin calls can amplify stress. Firms 
should maintain robust liquidity and collateral preparedness rather than rely on 
central-bank backstops. 

6)	 Rapid advances in frontier AI are increasing cyber and operational-resilience 
risks, with firms expected to respond through existing frameworks. Frontier 
models are becoming more capable of identifying and exploiting vulnerabilities, 
potentially increasing the speed, scale and correlation of disruption. The FPC 
highlights governance, vulnerability management, third-party risk, protection, and 
response and recovery as key priorities. 

7)	 Growing insurer exposure to private markets is deepening interconnections 
across the financial system. Rising private-market allocations and funded 
reinsurance create closer links between insurers, private credit and other 
counterparties. The PRA is reviewing the treatment of funded reinsurance, 
reinforcing the importance of understanding concentration, counterparty 
dependencies and interconnected exposures.

Key numbers What the report says

~50% Share of the S&P 500 accounted for by AI-related 
companies, up from around 25% in 2022.

–45% Fall in US equities in the FPC’s illustrative severe AI-
related market correction scenario.

+350 bps Widening in corporate credit spreads in the illustrative 
AI correction - showing how an equity shock could spill 
into corporate borrowing costs and credit markets. 

–2.2pp Estimated impact on UK GDP in that scenario.

£300bn Assets held by investors in sterling-denominated money 
market funds.

+31% Peak increase in initial margin required by UK CCPs 
during the March 2020 dash for cash - illustrating the 
scale of liquidity demands that can arise in stress.
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First Critical Third Parties 
designated
HM Treasury
10 July 2026

On 10 July 2026, HM Treasury designated the first Critical Third Parties (CTPs) under the UK operational 
resilience regime. The CTP rules took effect on 1 January 2025 but apply only once an entity is formally 
designated, so these designations, effective 13 July 2026, are the point at which the regime becomes 
operational. Created by the Financial Services and Markets Act 2023, it responds to the systemic 
risk of the sector's reliance on a small number of cloud and technology providers, underlined by the 
October 2025 cloud outage that affected numerous firms. 

ZANGO 
PERSPECTIVE

KEY TAKEAWAYS

The first four designated CTPs are Amazon Web Services EMEA SARL, Google Cloud EMEA 
Limited, Microsoft Ireland Operations Limited and Oracle Corporation UK Limited, with the 
designations in force from 13 July 2026.

•	 Designated providers must meet binding resilience rules, with real sanctions 
for failure. CTPs are directly overseen by the Bank of England, PRA and FCA and 
must meet requirements covering governance, supply chain risk, cyber resilience, 
change management and incident management, alongside six Fundamental Rules. 
Regulators can issue directions, publish public censure, and ultimately restrict or 
prohibit a CTP from providing services.

•	 Responsibility does not transfer to the CTP; it stays with your firm. Designation 
does not diminish firms’ obligations. Wealth and asset managers remain 
responsible for managing third-party risk, including outsourcing requirements and, 
where in scope, the FCA’s operational resilience regime.

•	 The regime is rolling and selective, and diverges from the EU. Only four providers 
are designated so far, compared with 19 critical ICT third-party providers under the 
EU’s DORA. More may follow. The FCA expects its new material third-party reporting 
rules, requiring registers from 18 March 2027, to help identify future CTPs.

For firms, check whether you rely on a designated CTP and understand which services are 
critical. Keep concentration, substitutability and exit plans under review. In-scope firms 
should also prepare for third-party reporting from March 2027.

The first designations under the Critical 
Third Parties regime have arrived just as 
regulators grow more preoccupied with 
cyber and operational-resilience risk, as is 
evident from the regulatory developments 
across this report.

When the entire sector relies on a few shared 
providers, the failure of one is not just a 
single firm's problem, but can ripple through 
the entire system. The Critical Third Parties 
regime is the right response, supervising the 
shared layer beneath the market.

Notably, it took 18 months to name these 
providers, thereby operationalising the 
regime, even though firms have relied on the 
same handful for well over a decade.

This is something to be wary of as AI 
becomes ever more embedded across 
financial services, and in critical national 

Ashi Bajwa
Regulatory AI Architect

 "

infrastructure more broadly.

Crucially, the CTP regime is not limited 
to cloud. Although the first designations 
have focused on the major cloud providers, 
AI providers could in principle also be 
designated where their services meet the 
statutory criteria for systemic importance. 
The regulatory infrastructure is already in 
place.

This reflects the more system-wide 
approach to supervision that runs across 
this report. We shall see whether the gap 
between systemic reliance and designation 
proves shorter for AI than the decade-plus it 
ran to for cloud.

"
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Financial Services AI 
Adoption Plan
 
HM Treasury commissioned independent report, 
by AI Champions Harriet Rees and Rohit Dhawan
14 July 2026

The Financial Services AI Adoption Plan is an independent report commissioned by HM Treasury on 
how to accelerate safe AI adoption across UK financial services. It supports retaining the existing 
principles-based, outcomes-focused framework, while calling for clearer regulatory guidance, 
closer scrutiny of the perimeter, and stronger oversight of AI and cloud dependencies. Its ten 
recommendations are directed at government, regulators and industry. The government has 
welcomed the Plan and accepted the recommendations directed at government.

EXPERT 
COMMENTARY

KEY TAKEAWAYS

The Plan pushes for greater regulatory clarity around AI, closer scrutiny of general-purpose 
AI advice, and more structured approaches to third-party assurance and resilience.

•	 Regulators should clarify how existing rules apply to AI. The Plan recommends 
joined-up guidance on Consumer Duty, SM&CR, model risk, operational resilience 
and third-party risk, potentially supported by an AI Adoption Support Hub.

•	 The FCA should review advice-like outputs from general-purpose AI. It should 
assess the consumer and competition impacts and inform HM Treasury’s work 
on the regulatory perimeter, while industry should explore a consistent disclosure 
distinguishing regulated from unregulated AI-enabled guidance.

•	 Industry and regulators should strengthen oversight of third-party AI risk. The 
Plan calls for key AI and cloud providers to be assessed under the Critical Third 
Parties regime, alongside a voluntary AI assurance framework and sector-wide 
sharing of incidents and near misses.

For firms, the Plan is a strong indication of where policy and regulatory expectations may 
develop, particularly given the government’s support for its recommendations. Key areas to 
watch include AI governance, third-party assurance and resilience, and new mechanisms 
for sharing AI incidents and near misses across the sector.

I was pleased to see the recommendation 
that the FCA review the regulatory perimeter 
with respect to advice-like outputs provided 
by AI models.

Current models are producing such 
convincing answers that more and more 
retail customers are beginning to trust 
them with highly personal and confidential 
information, and to rely on their outputs to 
make significant financial decisions.

But as Jamie Bartlett writes in “How to 
Talk to AI”, using an advanced LLM is like 
summoning a Genie from a bottle: ask it the 
right question and it will produce a valuable 
answer; ask it the wrong question and 
calamity may follow.

This puts retail customers at risk of poor 
outcomes, and if they do suffer harm, they 
are without recourse against AI model 

Michael Phillips
Head of Legal

 "

providers who are currently understood to be 
outside the regulatory perimeter.

But retail clients may not know which 
providers are within vs outside the 
regulatory perimeter, or understand that 
firms outside the perimeter are not subject 
to FCA/PRA rules designed to protect them.

So getting the perimeter right is probably 
the biggest regulatory change that could 
help to keep retail customers safe whilst 
promoting and enabling innovation and 
responsible AI adoption within firms.

The other key take-away is that regulated 
firms already have all the rules that they 
need to think through how to scale AI safely 
and responsibly: we will continue to work 
on a principles-based, technology neutral 
basis, using our existing rules that are built 
around outcomes and accountability.

"
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Recommendations What it proposes

1. REGULATORS SHOULD WORK 
TOGETHER SO EXPECTATIONS 
ARE CLEAR AND SUPPORT IS 
ACCESSIBLE

Clearer, joined-up guidance on how existing 
frameworks - including Consumer Duty, 
model risk, operational resilience, third-party 
risk and SM&CR - apply to AI, potentially 
supported by an AI Adoption Support Hub.

2. FCA TO REVIEW ADVICE-LIKE 
OUTPUTS FROM GENERAL-
PURPOSE LLMS

FCA to assess their consumer, competition 
and wider impacts, with the findings 
informing HM Treasury’s work on the 
regulatory perimeter and any policy 
response.

3. ADOPT A CONSISTENT 
CONSUMER DISCLOSURE FOR 
AI-DRIVEN SERVICES

Industry to explore a voluntary, standard 
disclosure helping consumers distinguish 
regulated from unregulated AI-enabled 
guidance and advice-like outputs. 

4. ACCELERATE THE CRITICAL 
THIRD PARTY REGIME, 
INCLUDING KEY AI AND CLOUD 
PROVIDERS

Government and regulators to assess 
critical AI and cloud providers under the 
CTP regime and designate further providers 
where appropriate. 

5. ESTABLISH VOLUNTARY AI 
INCIDENT AND NEAR-MISS 
SHARING

Create an industry-wide, unattributed 
repository for sharing AI incidents, near 
misses and lessons learned across financial 
services.

The Financial Services AI Adoption Plan: recommendations

Recommendations What it proposes

6. LAUNCH AN INDUSTRY-LED 
AI THIRD-PARTY ASSURANCE 
SCHEME

Develop a voluntary common framework for 
assessing and potentially certifying third-
party AI providers, reducing duplicated due 
diligence while leaving firms responsible for 
their own risk management.

7. INCREASE PARTICIPATION 
IN THE FINANCIAL SERVICES 
SKILLS COMPACT

HMT and the Financial Services Skills 
Commission to encourage firms to make 
voluntary commitments to AI training and 
capability-building.

8. DEVELOP A SECTOR-WIDE 
FINANCIAL SERVICES AI 
SKILLS PLAN

HMT and industry to address AI skills gaps 
across boards, specialists and frontline 
teams, alongside the longer-term education 
and talent pipeline.

9. ATTRACT TOP GLOBAL AI 
TALENT

Reduce barriers to recruiting international 
AI specialists, including potential changes 
to high-skilled visa routes and associated 
processes. 

10. ESTABLISH A TRUST 
FRAMEWORK FOR AGENTIC 
PAYMENTS

Use HM Treasury’s payments consultation 
to develop standards covering legal liability, 
“Know Your Agent” identity protocols, 
and authentication and governance for 
autonomous transactions.
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High-growth firms: 
good and poor practice
Financial Conduct Authority
10 August 2026 

The FCA sets out good and poor practice from its Early and High Growth Oversight pilot, based on 15 
asset management, wealth and payments firms engaged between July 2025 and March 2026. The 
core message is that governance, risk management and controls must keep pace with growth, and it 
names structured governance over emerging technologies such as AI as good practice. That makes 
it a supervisory benchmark for scaling firms and an early indication of the FCA's stance ahead of its 
expected AI good and poor practice publication later this year.

The FCA’s high-growth firms publication 
initially reads as a warning to fast movers: 
governance that is lagging growth, policies 
and processes that were left in the dust 
thanks to a changed business model and 
inadequate risk management framework. 
Established firms will certainly recognise 
the diagnosis and may be tempted to think 
that this doesn’t apply to them. However, 
those findings can also apply to established 
firms which keep a control framework that 
is not adapting to new realities imposed 
on them by market and technological 
developments.

The nugget of wisdom that the FCA is 
imparting here is for firms to be mindful of 
the drift between their governance/control 
framework and the operating model.

A very good example is AI: absent a good 
governance and control framework, neither 
can the fast mover scale rapidly, nor can 

Zakaria Ouraich
Head of UK Compliance
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the established firm run experiments to 
determine what competitive advantages 
it can secure. Both firms find themselves 
between the hammer of unmanaged 
deployment and the anvil of paralysis.

AI adoption should be considered as a 
portfolio of organisational experiments with 
clear hypotheses and measured outcomes, 
not a simple procurement exercise with 
a focus on token costs. Compliance 
professionals should absolutely be part of 
those discussions and ensure that outcome 
measurement includes not only regulatory 
requirements, but also client, operational 
and financial outcomes.

KEY TAKEAWAYS

This applies to authorised firms that are newly established, growing rapidly or undergoing 
significant change - and is particularly relevant for wealth and asset management. The 
points below set out what the FCA praises and what it criticises.

•	 The FCA treats structured governance of emerging technology as good practice. 
It highlights structured governance over AI as a feature of stronger firms; separately, 
some stronger firms used risk-focused committees to review enterprise-wide risks 
and escalate issues to the Board. 

•	 Governance and independent challenge must scale with the business. Good 
practice is clear board and committee structures, defined roles, regular oversight 
and well-documented decisions. The FCA criticises responsibilities concentrated in 
a few individuals, insufficient independent challenge, and weak record-keeping.

•	 Resourcing and capability must scale with the business. Stronger firms invested 
in staff, training and compliance technology. The FCA criticises reliance on key 
individuals, weak succession planning, and risk resources that fail to keep pace as 
third-party relationships and AI use grow.

For all firms - not just the intended audience of high-growth firms - reassess whether 
governance, risk and controls fit your current size and complexity, put structured 
governance around AI and other emerging technologies, invest in compliance capability 
rather than relying on key individuals, and keep suitability, outcomes and wind-down plans 
current.

"
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Wealth management 
survey report
Financial Conduct Authority
18 August 2026 

The FCA's 2026 wealth management survey report, drawn from around 400 discretionary portfolio 
managers, sets out how the sector is adopting AI and what the regulator expects. It finds that 
adoption is still limited but moving quickly, and that firms must use these tools responsibly and 
understand the risks. Framed against the Mills Review's view that AI will transform retail financial 
services by 2030 and beyond, this gives wealth managers early insights on where the FCA sees 
opportunity, where it sees potential harm, and the human oversight it expects.

The FCA's wealth management survey report 
shows the majority of client engagement is 
face-to-face. However, a significant minority 
of firms stated they are looking into AI 
solutions or are starting to use AI in direct 
client communications.

The FCA sees significant opportunities 
from AI and believes the technology can 
improve operational efficiency, reduce 
friction, and help address the advice gap 
by making investment support more 
accessible. However, the regulator also 
highlights several important risks when 
considering the implementation of AI into 
any business. Customer trust is paramount 
and customers must have confidence in the 
output of any AI solution.

In my opinion, a clear AI framework 
should include AI risk appetite, strategy, 
governance, roles and responsibilities, 
accountability and regular testing; to 

Edward Thompson
MLRO
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COMMENTARY

 "

mitigate risks associated with increased 
reliance on AI. Without such a framework, 
firms could create vulnerabilities relating 
to fraud, cyber security, financial crime, and 
potential customer harm.

Firms looking to implement AI should have 
an effective framework. However, AI solu-
tions should also be viewed in a similar way 
to a third-party outsourced function, with 
effective controls established to ensure 
that the AI implemented is performing as 
designed.

AI should be mapped to the relevant senior 
managers who are ultimately accountable 
for that process. Firms must ensure there is 
sufficient oversight, governance, and  chal-
lenge of AI-enabled activities to demon-
strate that accountability remains firmly 
within the organisation.

KEY TAKEAWAYS

This is aimed at discretionary portfolio managers but is relevant to any wealth or asset 
manager weighing where and how to deploy AI. The points below set out where the FCA 
sees benefit, where it sees risk, and what it expects of firms.

•	 Adoption is limited but accelerating. Of the four activities surveyed, 13% of firms 
use AI in at least one, rising to 45% including those considering it within 12 months. 
Uptake is highest for control efficiencies (34%) and lowest for decision making (17%). 
The FCA notes real adoption is likely higher now.

•	 Outsourcing is widespread, but accountability isn't outsourced with it. More 
than 92% of firms rely on outsourcing, and the FCA is explicit that responsibility for 
outcomes stays with the firm. It expects oversight and controls over third parties to 
keep pace as firms take on new tools and providers. 

•	 Among the uses surveyed, controls and fraud are furthest along. Of the four 
activities the FCA asked about, control efficiencies (34%) and fraud detection (24%) 
show the highest uptake, though it warns the same tools can increase fraud, cyber 
and client harm.

For firms, the findings point to a key opportunity. Adoption is still low, so those willing to 
invest in AI capabilities now, alongside the governance and oversight to deploy them safely, 
can pull ahead while most of the market is still considering it.

"
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Financial Services and 
Markets Bill
UK Government
Introduced to Parliament 19 May 2026 

The Financial Services and Markets Bill, introduced in the House of Lords on 19 May 2026, is a wide 
package of reforms to modernise financial services regulation, support growth and lending, and 
update consumer protections. It is largely an enabling Bill, with the substance to follow through FCA 
and PRA rulemaking. The Bill is currently progressing through the House of Lords, and will then move 
to the House of Commons before, subject to parliamentary approval, receiving Royal Assent.

KEY TAKEAWAYS

The Bill hands regulators more of the detail: by moving accountability requirements from 
statute into the FCA and PRA rulebooks, it gives them flexibility to adapt supervision to 
emerging risks, including how firms deploy AI, without waiting for new primary legislation.

•	 The SM&CR is streamlined. The Bill repeals the Certification Regime and the 
annual certification duty, drops mandatory statements of responsibilities, and 
lets regulators allow some appointments by notification rather than pre-approval. 
Individual accountability stays, but the detail moves from statute into FCA and PRA 
rulebooks.

•	 Redress is pulled back towards FCA standards. A firm that complied with 
applicable FCA rules must be found to have acted fairly, a statutory 10-year longstop 
is introduced, and the FOS must refer ambiguous rules to the FCA. The FCA also 
gains powers to pause and coordinate mass redress events. 

•	 The PSR is abolished and the perimeter is consolidated. The PSR's functions move 
to the FCA, appointed representatives are brought within SM&CR via a new gateway 
for principals, and the next phase of Consumer Credit Act reform lets the FCA recast 
provisions as outcomes-based rules. Authorisation deadlines are also shortened.

While the Bill is subject to change, any changes are likely to be targeted rather than 
fundamental. Firms can take stock now of where the reforms affect them, from their 
certification population under the SM&CR to complaints nearing the new 10-year 
longstop, and engage with the consultations that will shape the final rules.

Frontier AI and cyber
resilience review
Financial Conduct Authority
2 September 2026 

Frontier AI and cyber resilience is a multi-firm review setting out what firms reported during the 
regulator's engagement on frontier AI models with cyber capabilities. It draws together five themes on 
how these models are reshaping vulnerability discovery, governance and operational resilience, and 
poses questions for firms to work through. It aims to ensure that particularly smaller and medium-
sized firms can learn from others as they adopt AI and prepare for AI-enabled cyber threats.

KEY TAKEAWAYS

The review's central message is that frontier AI is accelerating vulnerability discovery 
faster than many firms can respond, turning these models into a test of governance, 
remediation capacity and operational resilience rather than a straightforward tool:

•	 Discovery is outpacing remediation. Firms report that frontier AI is speeding the 
identification, validation and prioritisation of vulnerabilities, putting continuous 
pressure on remediation teams, engineering resource and change processes. Even 
after expert review discounts many findings, the genuine ones that remain can 
create bottlenecks firms need to identify now.

•	 The harness matters more than the model. Firms say the value they get depends 
less on which model they use and more on the surrounding governance, tooling, 
controls, human oversight and operational context. Without these, models generate 
large volumes of findings that are hard to validate, prioritise or act on. 

•	 Foundations and human judgement stay central. Frontier AI is exposing 
weaknesses in asset mapping, dependency management, access controls and 
remediation. Firms that do the basics well, with clear ownership and effective 
oversight, and that keep specialist expertise in the decision loop, are better placed 
for what follows.

Firms can use the findings to take stock: by checking who owns decisions on frontier 
AI, whether guardrails and specialist review are in place, whether prioritisation reflects 
exploitability and business-service impact, and how key suppliers are preparing, then 
working through the questions the FCA poses in each section.
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Conclusion

While the UK has no AI-specific rulebook for now, 
both the framework and the way it is supervised 
are starting to change as agentic AI becomes more 
embedded across the financial services sector.

Senior-manager accountability, human 
oversight and operational resilience were 
all built around people making individual 
decisions. As AI increasingly takes on more 
work, this may become harder both to 
exercise and to evidence. When agents are 
operating autonomously across systems, 
it becomes harder to show which senior 
manager owned the outcome and what 
reasonable steps they took. Controls built 
around a single point of sign-off also fit 
less well when agents act continuously, 
so firms may need new ways to evidence 
that oversight is meaningful and ongoing. 
Regulators are making clear that this is 
where they will focus their attention.

The Mills Review recommends an AI-
enabled agentic supervisory model, while 
the FCA has indicated it may use its 
system-wide powers more often. Together, 
this could move supervision away from 
periodic, firm-by-firm review towards 
something more continuous and system-
wide. At the same time, the Financial 
Services and Markets Bill would make 
parts of the framework less prescriptive, 
moving accountability requirements from 
statute into FCA and PRA rulebooks so 
regulators can adapt to the supervisory 
challenge of AI. Crucially, that may require 
more targeted rules that depart from a 
purely technology-agnostic approach.

As adoption of agentic AI 
accelerates, the pressure falls 
on the parts of the framework 
that assume a human decides. 

Supervision is moving more 
system-wide and continuous, 
and regulators are being given 
greater flexibility to adapt.

Action points for firms	

Taken together, these developments point to a clear set of priorities for firms as AI 
becomes more embedded and autonomous:	

1.	 Map where AI is already making decisions. Identify where AI is moving beyond 
assistance into decision-making, and where greater autonomy is likely next.  

2.	 Build continuous oversight into AI governance. Governance cannot stop at approval 
or go-live. Monitor for drift, degradation and unexpected behaviour, particularly 
where AI affects Consumer Duty outcomes, fraud, complaints, affordability or other 
consequential decisions. 

3.	 Make senior accountability operational. Go beyond naming an accountable executive 
by defining what they oversee, what information reaches them, when they can intervene 
and how their challenge is evidenced - especially where AI influences customer or 
compliance outcomes. 

4.	 Bring external AI dependencies inside the risk framework. Identify the providers and 
models you materially rely on, and test whether impact tolerances survive disruption. 
Set clear boundaries on how third-party AI can access data, take actions or trigger 
internal processes. 

5.	 Ensure fraud and cyber controls remain sufficient to deal with the growing threat. AI 
is increasing both the speed and sophistication of attacks. Use shared intelligence to 
identify emerging patterns earlier, while ensuring core cyber controls remain effective 
as AI systems become more capable and autonomous. 

6.	 Design for customers who cannot or do not want to use AI. Keep meaningful 
alternatives to AI-first channels available and build accessibility and inclusion into 
their design, consistent with Consumer Duty expectations on support and access. 

7.	 Prepare for the FCA’s next developments. This includes its AI good and poor practices 
due later this year. Benchmark your controls against that forthcoming guidance, follow 
developments around the regulatory perimeter, and ensure you can explain when 
AI has shaped an outcome, what it did and why. Robust audit trails, disclosure and 
explainability will become increasingly important as AI takes on more decisions.
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As AI capabilities continue to advance, it 
is worth remembering that the next phase 
of AI in financial services will be defined 
not just by better models, but crucially by 
the environment, controls and processes 
around them. These factors, above all else, 
will determine whether institutions can 
integrate increasingly autonomous systems 
safely and at scale.

At Zango, we work with financial institutions 
to deploy AI agents across regulated 
operations. We are seeing the technology 
move beyond experimentation, with systems 
now interpreting regulatory requirements, 
analysing evidence, assessing compliance 
and taking actions across increasingly 
complex workflows.

That creates an opportunity to strengthen 
the risk and controls environment itself. As 
institutions launch new products, including 
AI-native products, agents can support 
product risk assessments, identify relevant 

risks and controls, analyse evidence and 
help assess whether controls are operating 
as intended.

This could make risk management 
more continuous and embedded within 
operations, rather than reliant on periodic 
manual assessment - mirroring the 
direction in which supervision itself 
appears to be moving, as evidenced by the 
developments in this report.

Institutions therefore need to build the 
infrastructure to deploy AI safely while 
strengthening the risk and controls 
environment around increasingly complex 
products and operations.

Ritesh Singhania
CEO and Co-Founder

"
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About Zango AI

Zango is the AI compliance layer for 
financial services. The platform uses AI 
agents, grounded in regulatory intelligence 
and human oversight, to help financial 
institutions monitor regulatory change, 
assess compliance gaps, and review 
marketing and product launches against 
regulatory rules. Founded in 2024 by Ritesh 
Singhania and Shashank Agarwal, Zango AI 
serves clients across banking, insurance, 
payments, and digital assets, with offices in 
London, Lisbon, and Bengaluru. Learn more 
at www.zango.ai
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